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ʻInfrastructure sets the invisible rules that govern 
the spaces of our everyday livesʼ

ʻchanges to the globalising world are being 
written, not in the language of law and diplomacy, 
but rather in the language of infrastructureʼ

Keller Easterling 2014. Extrastatecraft: The 
Power of Infrastructure Space. Verso Books.
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Problems Challenges

● ‘Original’ US internet is seen as ‘ideal type’
● Internet in other countries is described as 

‘lesser than the ‘original internet’’
● Based on discourse, not on material 

analysis

○ Silicon Valley Open Internet 
○ Brussels Bourgeois Internet 
○ DC Commercial Internet 
○ Beijing Paternal Internet

● Want to move away from US-centric view
● Thicker understanding of infrastructure
● Develop a thorough historical and a 

material analysis

● Understand how, and under what 
conditions, interoperability is possible 
among networks with significantly different 
norms inscribed and maintained in them 
(even though even on the ARPAnet and 
FidoNet there were widely differing 
protocol stacks! (Remember 
sendmail.cf?))



Sociotechnical imaginaries Infrastructural ideologies

●  “collectively held, institutionally stabilized, 
and publicly performed visions of desirable 
futures, animated by shared 
understandings of forms of social life and 
social order attainable through, and 
supportive of, advances in science and 
technology” - (Jasanoff 2015 p.6)

● Discursive
● Non-material
● Does not account for power

● Infrastructural ideologies help to analyse 
power:

○ Who can act on who through the medium?
○ Who do affordances serve?
○ Who is aware of them?
○ How does the medium shape its 

environment?
○ Is the materiality of the medium

■ observable,
■ accountable,
■ contestable?

Who can exercise what power through 
infrastructure?

The theoretical framework can help to analyse 
power and contestation, leading to actionable 
technical and policy recommendations.



case 1: 5G



5G is consolidation of standardization

ITU - 3G ITU - 4G ITU - 5G

TD-SCDMA (China) LTE 3GPP

CDMA 2000 LTE-TDD (China)

UMTS



5G is a standardization period



5G is a product



5G is a convergence of the internet and 
telecommunications



5G is a transnational infrastructural contention



5G is a tool for ‘lawful intercept’ (aka targeted surveillance)



5G is also a standard with maintained infrastructural 
insecurities
In this paper we look at responses in the 3GPP to three cases of telecommunication vulnerabilities:

1. SS7
a security flaw in Signaling System No. 7 (SS7) that allows for data interception and surveillance, SMS 
interception and location tracking by third parties

2. IMSI catchers
the lack of encryption of permanent identifiers that allowed for the deployment of rogue base stations, 
which allowed for man-in-the-middle attacks, resulting in interception of all voice and data traffic in a 
physical signal vicinity, and 

3. Resistance to Static Key Exfiltration
the lack of forward secrecy (PFS) between user equipment and the home network, which allows for the 
decryption of current encrypted data stream if credentials were obtained in the past.





First we established people were 
discussing vulnerabilities on the 
selected mailinglists 



Then we sought to understand who 
were talking about this



We classified the actors into 
stakeholder groups, to understand 
whether a significant part of 
industry was represented



And then analyzed the actors 
according to the nationality of 
the companies they 
represented.



Findings

● Insecurities are structurally discussed in the 3GPP (are are mandated to address them)
● Direct fixes are postponed  
● Insecurities are only addressed when a technology is phased out

○ In the case of SS7 through the diameter protocol (which is taking 20+ years)
○ In the case of Stingrays / IMSI catchers only with the deployment of 5G (through the introduction of encrypted 

identifiers in 5G, but only works in SA mode!)
● Other fixes are outright rejected

○ Perfect Forward Secrecy (PFS)
○ A solution to the vulnerability of static key exfiltration from the world’s largest SIM card manufacturer Gemalto 

by the United States and Great Britain, 
○ Structurally rejected by companies from the United States, the United Kingdom, and France
○ The inclusion of this security feature was supported by companies from China, Europe, and the United States.
○ This insecurity is of the nature that it can only be used by significantly resourced actors - and has in the past 

been exploited by the secret services of the United States and the United Kingdom. 

￼



● China is not maintaining or introducing insecurities in the standardization 
of 5G

● Companies from the US, UK, and France are maintaining insecurities in 
the standardization of 5G

● These insecurities in telecommunication infrastructures are currently used in a 
wide variety of ways for surveillance

● There seems to be no structural incentive in the main standardization body 
for telecommunication, the 3GPP, to address vulnerabilities that serve in the 
interest of nation states

● In India, ‘indigenous 5G stack’ is now purportedly used for differentiated 
network shutdown through 5G slicing.  



recent addition: the imperial boomerang



case 2: 
EU sanctions 

against Russian 
media

 



How do sanctions aimed 
at Internet infrastructure 
align with the EU's 
approach to Internet 
governance and its digital 
sovereignty aspirations?



Methodology (1)

● Network measurements
○ We used venture points from the following networks:

■ RIPE Atlas
■ EduVPN
■ Dataplane.org
■ NLNOG RING
■ OONI

○ We measured for:
■ reachability (ICMP, TCP, and UDP traceroute probes)
■ Domain Name System (DNS) response (A and AAAA DNS queries over UDP transport)
■ Transport Layer Security (TLS) handshake  (Handshake to the IP addresses associated 

with port 443 on the targets and perform TLS certificate verification)
■ Hypertext Transfer Protocol (HTTP) connection. (HTTP GET request for the / resource. 

We issue requests over both HTTP (80) and HTTPS (443) where applicable.)



Three concepts
a new combination?

● Sanctions
● Digital Sovereignty
● Network Filtering



Sanctions in the Europe Union

● Sanctions in the European Union are proposed by the The High 
Representative of the Union for Foreign Affairs and Security Policy

● The High Representative introduces sanctions  to the European Council. The 
European Council consists of government ministers from each EU member 
state. 

● When sanctions are adopted, it is the responsibility of the individual member 
states to implement the sanctions. 

● The European Commission oversees and evaluates the uniform application of 
sanctions.



European Digital Sovereignty



Thusfar European 
Digital Sovereignty 
policy impacts are 
‘uncertain’ at best.  

(Clement Perarnaud)





February 2014 - Russia invaded Ukraine
Annexation of Crimea and illegal military operations in Ukraine’s eastern Donbas region by the Russian 
state.

EU creates two sanctions packages:

● "Council Regulation (EU) No 833/2014 of 31 July 2014 concerning restrictive measures in view of 
Russia’s actions destabilizing the situation in Ukraine" 

● "Council Regulation (EU) No 269/2014 of 17 March 2014 concerning restrictive measures in respect 
of actions undermining or threatening the territorial integrity, sovereignty and independence of 
Ukraine"

February 2022 - Russia started a full scale invasion attempt of Ukraine.

Updates to the sanction packages

Quick timeline



 Council Decision 2022/351

“it shall be prohibited for operators to broadcast or to enable, facilitate or otherwise 
contribute to broadcast, any content by the legal persons, entities or bodies listed 
in Annex XV, including through transmission or distribution by any means such as 
cable, satellite, IP-TV, Internet service providers, Internet video-sharing platforms 
or applications, whether new or pre-installed”



● Caser-Ripolles et al. (2023) qualify this turn as “unprecedented and controversial” and part of 
strengthening the EU’s geopolitical approach towards disinformation. 

● Helberger and Schulz (2022) argued further that before the start of the war, such a decision would 
have been considered “unthinkable” at the EU level, in light of its scope (covering both audiovisual 
and online media), its consequences for freedom of expression and access to information, but 
also because media regulation (as a cultural competency) had been mainly left to the 
responsibility of EU member states until this point in time. 

● Indeed, in normal circumstances, “the EU does not have the competence to impose on member 
states restrictions on the activities of a broadcaster under media law” (Cabrera Blázquez, 2022).

● Sanctions have become the tool enabling the Commission to give more substance to its 
geopolitical agenda (Portela, 2024).















Request by Ukraine to ICANN and RIPE

● Permanent or temporary revocation of the country code 
top-level domains “.ru”, “.рф” and “.su”.

● Revocation of SSL certificates associated with those 
domains.

● Disablement of DNS root servers situated within the Russian 
Federation.

● Withdrawal of the right to use IPv4 and IPv6 addresses by 
Russian networks.
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case 3: 
Russia’s 

infrastructural 
approach to DPI





Russia











concluding: 
infrastructural 
ideologies and 
material futures



United States European Union China Russia

Govʼt Policy Standardization Strategy, US-EU TTC Standardization Strategy, US-EU 
TTC,

Five Year Plan, China Global 
Standards 2035, BRI, National 
Standardisation Development 
Outline

Roskomnadzor 
(blacklist)

Govʼt Funding Infrastructure Law, Partnership for 
Global Infrastructure and Investment, 
Chips act, FABS act, NSF, DARPA, AFRL

StandICT, Horizon, EU Recovery 
plan, NextGenerationEU

Government guidance funds [政府
引导基金], Central Government 
Funding System for Basic Research 
(Ministry of Science and Technology, 
Ministry of Education, NSFC5 and 
Chinese Academy of Sciences)

Universal Service Fund 
(Rossvyaz)

Govʼt Regulation FTC act, COPA, COPPA, DMCA, HIPAA, 
CFAA, CDA, CIPPA, TWEA, CISA,SAVE, 
ADA, FOSTA-SESTA, Chip act

OIAR, GDPR, Data act, DSA, DMA, 
NIS1, NIS2, CRA, E-commerce 
regulation, AI act, CRMA, Chips 
act

Chinaʼs National Information 
Security Technical Committee 
(TC-260), Chinaʼs Standardisation 
Law, CN/CERT,  

Bloggers law, Yarovaya, 
Law on Mass Media, 
Sovereign internet law, 
On Communications 
law (Rostel monopoly)

Academic Research Stanford, MIT, University of California, 
Berkeley, Carnegie Mellon , University of 
Washington, Cornell, Georgia Institute of 
Technology

ETH Zurich, Ecole Polytech 
Lausanne, Delft University, 
Technical University of Munich, 
Aalto University, Polytech Milan, 
EPITA

China Academy for ICT, CNCERT/CC, 
Chinese Academy of Sciences, 
Institute of Information Engineering, 
National Engineering Laboratory for 
Information Security Technologies 

Moscow Institute of 
Physics & Technology, 
Moscow State 
University

Industry Development Cisco, Juniper Nokia, Ericsson, Ciena Huawei, ZTE, Futurewei, Tencent, 
Foxconn

RDP,  Garda Group, VAS 
Experts, NTC Protey, 
KNS Group/Yadro/ICS 
Holding

Industry Implementation AT&T, Verizon, Comcast, T-Mobile, 
Google, Facebook, Amazon

Deutsche Telekom, Vodafone, 
Orange, Telefonica

China Unicom, China Telecom, 
Alibaba, Tencent

Rostelecom, MTS, 
Megafon, Beeline



Preliminary findings: Regional policy, funding, regulation, 
research, development, implementation pipelines

EU: Funding and regulation have primacy. Development and implementation does not 
happen in-line with (diffuse) funding and policy objectives.

US: Industry development and implementation has primacy, policy and funding is 
co-designed by industry. Industry self-regulation happens through standardization.

China: Policy sets direction of industry development, research, and implementation, 
implementation was delegated, costs externalised, compliance achieved through fines 
(or selective enforcement). Funding, research, and policy is used to shape global 
standardization. 

Russia: Policy and regulation have primacy, but were often not implemented. After 
February 2022, significant direct state involvement in coercion of ideology through 
financing and enforcement. Russia’s objectives and values currently seem more reactive.



Careful preliminary conclusions

● Differing divisions of labor between state, research, industry, and operators in 
China, EU, US, and Russia produce different infrastructural orderings

● The outcome of the process is not clear in advance by any party
● This happens through anticipatory and experimental governance - which is 

more susceptible for feedback than earlier industry policies
● Infrastructural ideologies instruct actors
● Infrastructural ideologies are dialectically shaped among actors and the 

material (both the technology and conditions)



Next Steps

- Natural Language Processing on Chinese and Russian policy, technical, and 
research documents to understanding the flow, prevalence, and dissemination 
of topic and strategies

- Analysis of infrastructural responses to external actors (ie Cloudflare eSNI)
- Analysis of symmetries in export of information control infrastructures 

- Translate findings into clear infrastructural ideologies and trajectories
- Produce reports with insights for toolmakers 



Daqing Yang in: Technology of Empire: Telecommunications and Japanese Expansion in Asia, 1883–1945
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Thanks to our funders and the community!

Only teamwork makes the dream work!
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