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The Transnational Governance
of the Internet Infrastructure

INTERCONNECTION LAYER -

[
UNIQUE NAMES UNIQUE NUMBERS
PROTOﬁE#FS: ::‘lg agg)DARDS (DOMAIN NAMES) (IP ADDRESSES AND AS NUMBERS)
(ICANN AND DOMAIN REGISTRIES) (ICANN AND RIRS)
== °<->‘| o110
D (LN olllolo
oloIl10
N\ Z
© 9
5 PHYSICAL LAYER '
® ®
SATELLITES ANTENNAS UNDERSEA CABLES ROUTERS WIFI NETWORKS
7 g) () e
LK Q
O
@ @

Made by @nielstenoever @lomba_gio
BY SA

Internet Engineering Taskforce

©,

Regional Internet Registries

Internet Corporation for
Assigned Names and Numbers

é

World Wide Web Consorium

®

Domain Registries for Top Level Domains

Institute of Electrical and
Electronics Engineers

3rd Generation Partnership Project

OO

é

International Telecommunications Union

®

(Inter)governmental regulators

Network operators

SYOLIV

SYOLOV



21:143 4 @ 8 3 all =

&

SIM cards & mobile
networks

ol 2]

Peoples5GLab Vodafone

Default for calls

Data card

Mobile data

Dual 4G






costand

mm‘nmuﬂ ,,Mn‘m.mul"‘ﬂ“

wnth -Mnﬂnw“”““""’"
o e u..-a...a-ﬂ"‘*b““,“'““

focusi" andethiod s procle ®

Bpr-~ Y
£

7
l










BigBang - Mailing Lists Dashboard

Welcome to the BigBang Dashboard

BigBang Is an open source toolkit for studying prc
collaboration and deliberation via analysis of the ¢
You can analyse different mailing lists with the Big
daily activity, interaction graphs and the top send:

Privacy Statement

Select one of the archives to analyse it (eg. tls-reg-review)

Analyse archive with BigBang

l httpbisa
Lorem Ipsum dolor sit amet, consectetur adiplscing elit. Suspendisse blbendum, lectus ut suscipit Lorem Ipsum dolor sit amet, consectetur adlipiscing elit. Suspendisse blbendum, lectus ut suscipit
efficitur, orcl erat gravida ligula, sed vestibulum nisl dul nec lorem. efficitur, orcl erat gravida ligula, sed vestibulum nisl dul nec lorem.
Dally Activity o
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Date
Lorem Ipsum dolor sit amet, consectetur adlpiscing elit. Suspendisse blbendum, lectus ut suscipit efficitur, orcl erat gravida ligula, sed vestibulum nisl dul nec lorem.
Number of Emalls
From
Mark Nottingham <mnot@mnot.net> 4190.0
Julian Reschke <jullan.reschke@gmx.de> 3730.0
Martin Thomson <martin.thomson@gmail.com> 2021.0

Willy Tarreau <w@1wt.eu> 1567.0
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4.

4.1

(Another step is to choose leaders that we trust to exercise their
good judgement and do the right thing. But we're already trying to
do that.)

Issues with Scoping the IETF's Mission

The Scope of the Internet

A very difficult issue in discussing the IETF's mission has been the

scope of the term "for the Internet". The Internet is used for many
things, many of which the IETF community has neither interest nor
competence in making standards for.

The Internet isn't value-neutral, and neither is the IETF. We want
the Internet to be useful for communities that share our commitment
to openness and fairness. We embrace technical concepts such as
decentralized control, edge-user empowerment and sharing of
resources, because those concepts resonate with the core values of
the IETF community. These concepts have little to do with the
technology that's possible, and much to do with the technology that
we choose to create.




RFC 8280

Internet Research Task Force (IRTF)
Request for Comments: 8280
Category: Informational

ISSN: 2070-1721

N. ten Oever

ARTICLE 19

C. Cath

Oxford Internet Institute
October 2017

Research into Human Rights Protocol Considerations

Abstract

This document aims to propose guidelines for human rights
considerations, similar to the work done on the guidelines for

privacy considerations (REC 6973).

The other parts of this document

explain the background of the guidelines and how they were developed.

This document is the first milestone in a longer-term research
effort. It has been reviewed by the Human Rights Protocol
Considerations (HRPC) Research Group and also by individuals from
outside the research group.

RFC 9620

Internet Research Task Force (IRTF) G. Grover
Request for Comments: 9620

Updates: 8280 N. ten Oever
Category: Informational University of Amsterdam

Published: September 2024
ISSN: 2070-1721

Guidelines for Human Rights Protocol and Architecture Considerations
Abstract

This document sets guidelines for human rights considerations for
developers working on network protocols and architectures, similar to
the work done on the guidelines for privacy considerations (RFC
6973). This is an updated version of the guidelines for human rights
considerations in RFC 8280.

This document is a product of the Human Right Protocol Considerations
(HRPC) Research Group in the IRTF.
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8. Human Rights Considerations

At the time of publication of this document, there was a growing
interest in considering the impacts that IETF (and IRTF) work can
have on human rights; some related research is discussed in
[REC8280]. As such, the human rights considerations of TLS-PWD are
presented here.

The key exchange underlying TLS-PWD uses public key cryptography to
perform authentication and authenticated key exchange. The keys it
produces can be used to establish secure connections between two
people to protect their communication. Implementations of TLS-PWD,
like implementations of other TLS ciphersuites that perform
authentication and authenticated key establishment, are considered
"armaments" or "munitions" by many governments around the world.

The most fundamental of human rights is the right to protect oneself.
The right to keep and bear arms is an example of this right.
Implementations of TLS-PWD can be used as arms, kept and borne, to
defend oneself against all manner of attackers -- criminals,
governments, lawyers, etc. TLS-PWD is a powerful tool in the
promotion and defense of universal human rights.
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Sociotechnical imaginaries Infrastructural ideologies

e  ‘“collectively held, institutionally stabilized, e Infrastructural ideologies help to analyse
and publicly-performed visions of desirable power:
futures, animated by shared o  Who can act on who through the medium?

i . o Who do affordances serve?
understandings of forms of social life and N LS s an e o
O

social order attainable through, and How does the medium shape its
supportive of, advances in science and environment?

technology” - (Jasanoff 2015 p.6) s Isihe rgstszrsgg;f e g

m accountable,
m contestable?

e Discursive Who can exercise what power through
Non-material infrastructure?

e Does not account for power
P The theoretical framework can help to analyse

power and contestation, leading to actionable
technical and policy recommendations.



case 1: 5G



5G is consolidation of standardization

ITU - 3G ITU - 4G
TD-SCDMA (China) LTE
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5G is a standardization period

3GPP Releases Timeline

1999 2002 2009 2011 2016 2019 2022 2025 2029
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5G is a product
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5G is a convergence of the internet and
telecommunications




5G is a transnational infrastructural contention

The China-U.S. 5G Battle Upends a Telecom Industry Consortium

The mundane process of setting technical specifications becomes a player in a geopolitical drama

Japanese Facebook Enters the Race to Build 5G

Companies;

8,34% Chinece Networks

US Companies; Companies;
14,13% 32,97%

In announcing its Telecom Infra Project, Facebook is positioning itself to disrupt
the global telecommunications industry—and get us all wearing VR goggles.

adWs

European p —__

Companies; 5

16,98%
Korean LB
Companies; @‘ -
27,07% ‘ %




5G is a tool for ‘lawful intercept’ (aka targeted surveillance)




5G is also a standard with maintained infrastructural
Insecurities

In this paper we look at responses in the 3GPP to three cases of telecommunication vulnerabilities:

1. SS7
a security flaw in Signaling System No. 7 (SS7) that allows for data interception and surveillance, SMS
interception and location tracking by third parties

2. IMSI catchers
the lack of encryption of permanent identifiers that allowed for the deployment of rogue base stations,
which allowed for man-in-the-middle attacks, resulting in interception of all voice and data traffic in a
physical signal vicinity, and

3. Resistance to Static Key Exfiltration
the lack of forward secrecy (PFS) between user equipment and the home network, which allows for the
decryption of current encrypted data stream if credentials were obtained in the past.



Q Delegates Corner / Coordinated Vulnerability Disclosure (CVD)

Coordinated Vulnerability Disclosure (CVD)

In conjunction with other Standards Development Organizations and related bodies, 3GPP has put in place a
mechanism by which individuals or organizations can notify us of suspected or proven vulnerability caused by errors,
omissions or ambiguities in our Technical Specifications, particularly those which could give rise to security breaches
or loopholes which could compromize components of 3GPP networks, terminal equipment connected to those

networks, or to other interworking networks or equipment.

We take such threats seriously and will do our utmost to resolve any vulnerabilities notified to us so that users of our

Technical Specifications can do so with confidence that they do not present opportunities for malicious third parties to

discover and exploit any shortcomings in our Specs.
B



First we established people were
discussing vulnerabilities on the
selected mailinglists

# of occurances

# of occurances

# of occurances

20000 - T
[ —— Sum of all keyterms

15000
10000

5000

20

30— Signalling SyStem 7

" ]
4]
1)
C L
© 20
51
[}
(]
)
5 107
#* 0
of L .
20 2005 2010
7
[ — International Mobile Subscriber Identity
2000F —— N32
F— Security Edge Protection Proxy
1500
1000
500
i e B
2000 2005 2010
2000 T T T—T— T T —
[ —— Service Based Architecture p
1500f Pgrfect Forward Secrecy b
[ —— Diffie-Hellman ]
[ —— Extensible Authentication Protocol p
1000 |- ]

I — Authentication and Key Agreement
[ —— Transport Layer Security

- %’\

|
2015

2020



2020 — 2022

1999 — 2020 £
ES
e
B e
Then we sought to understand who %, g5 S
: : 9 =3 ©
were talking about this % 52 &
2, %, % oo, €
%% P : AN
O,L’? =)
Py =,
S’o‘(\ ﬁ\&
0 i W 3. \(F—Om
o ‘\ : }‘3\ «\a" et
) .\,A‘\n lenovo.com
list.etsi.fr 1
s
5 ‘ ‘
°§” g % K Y @,
3 2 o% a
2 o =h, A
& 5 %o S
o 8.8 8
3 =
50 60 70 80

10 20 30 40

Nr. of emails




2020 — 2022

1999 — 2020

IO & %
£ § 3 9 “e,
2 X ) ) L S
& ) ) o2 < 9 3
¥ c s = %o O CAD)
Y S 3 ZaR 298 %
(A o % X
S, o S &
2 Eal S
e 3s SG
%, < z m e éf@
4 Z 40\ ) < U/D A:QO/
2 & &
QDCQ AOL/QNA
Y2y u.cws \%04
,WWT

13pIN0Id S1eMYOS Database Provider
g00"®® q
O Vb,
) S
ARG\ - ~Sn
= — -
o /, Ay
- g W S | S
0/7 /vvrvv Q\,QQ\,
5N o) %,
N>
2 < o, ) O
N3 S (@) > (JJ
& (oA
& X 3. 3 % <,
s s g % <
N 3 >
L o
o

We classified the actors into

, to understand
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whether a significant part of
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And then analyzed the actors
according to the nationality of
the companies they
represented.
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Findings

e Insecurities are structurally discussed in the 3GPP (are are mandated to address them)

Direct fixes are postponed

e Insecurities are only addressed when a technology is phased out
o Inthe case of SS7 through the diameter protocol (which is taking 20+ years)
o Inthe case of Stingrays / IMSI catchers only with the deployment of 5G (through the introduction of encrypted
identifiers in 5G, but only works in SA mode!)

e Other fixes are outright rejected

o  Perfect Forward Secrecy (PFS)

o A solution to the vulnerability of static key exfiltration from the world’s largest SIM card manufacturer Gemalto
by the United States and Great Britain,

o  Structurally rejected by companies from the United States, the United Kingdom, and France
The inclusion of this security feature was supported by companies from China, Europe, and the United States.
This insecurity is of the nature that it can only be used by significantly resourced actors - and has in the past
been exploited by the secret services of the United States and the United Kingdom.



China is not maintaining or introducing insecurities in the standardization
of 5G

Companies from the US, UK, and France are maintaining insecurities in
the standardization of 5G

These insecurities in telecommunication infrastructures are currently used in a
wide variety of ways for surveillance

There seems to be no structural incentive in‘the main standardization body
for telecommunication, the 3GPP, to‘address vulnerabilities that serve in the
interest of nation states

In India, ‘indigenous 5G stack’ is now purportedly used for differentiated
network shutdown through 5G slicing.



recent addition: the imperial boomerang

alf'S TECHNICA Al BIZ&IT CARS CULTURE GAMING HEALTH

Q. BACKDOOR ACCESS

US recommends
encrypted messaging
as Chinese hackers
linger in telecom
networks

US official: "Impossible for us to predict when we'll have full
eviction."

DEC 4,20247:47PM @ 140



case 2:
EU sanctions
against Russian
media



How do sanctions aimed
at Internet infrastructure
align with the EU's
approach to Internet
governance and its digital
sovereignty aspirations?



Methodology (1) A

e Network measurements ‘ ‘ fifx;f

o We used venture points from the,,fgllbwing networks: \\»\
= RIPE Atlas T N
m EduVPN HEAE e
m Dataplane.org X A
m  NLNOG RING T
m  OONI ‘ -

o  We measured for:

reachability (ICMP, TCP, and UDP traceroute probes)

Domain Name System (DNS) response (A and AAAA DNS queries over UDP transport)
Transport Layer Security (TLS) handshake (Handshake to the IP addresses associated
with port 443 on the targets and perform TLS certificate verification)

m Hypertext Transfer Protocol (HTTP) connection.{HT [P-GET request for the / resource.
We issue requests over both HTTP (80) and HIEETRS (443) where applicable.)



T h fee conce ptS e Sanctions

e Digital Sovereignty

a new combination? e Network Filtering



Sanctions in the Europe Union

e Sanctions in the European Union are proposed by the T& High
Representative of the Union for Foreign Affairs and Security Policy

e The High Representative introduces sanctions to the European Council. The
European Council consists of government ministers from each EU member
state.

e \When sanctions are adopted, it is the responsibility of the individual member
states to implement the sanctions.

e The European Commission oversees and evaluates the uniform application of
sanctions.



European Digital Sovereignty

"“'In French we say "qui fait la norme, détient le
marché”: "who makes the standard holds the market".
[...] If we want to ensure Europe's technological
sovereignty in crucial disruptive sectors such as 5G,
batteries, hydrogen or quantum technology, we must
occupy the field of standard-setting. We must become

7

standard-makers, and not just standard-takers.” .

"We were too naive. We were open by default in the
belief that things would go our way. But we can’t be
open at any price.”

Thierry Breton — February 2022, Brussels.



Thusfar European
Digital Sovereignty
policy impacts are
‘uncertain’ at best.

(Clement Perarnaud)
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Quick timeline

February 2014 - Russia invaded Ukraine
Annexation of Crimea and illegal military operations in Ukraine’s eastern Donbas region by the Russian

state.
EU creates two sanctions packages:

e "Council Regulation (EU) No 833/2014 of 31 July 2014 concerning restrictive measures in view of
Russia’s actions destabilizing the situation in Ukraine"

e "Council Regulation (EU) No 269/2014 of 17 March 2014 concerning restrictive measures in respect
of actions undermining or threatening the territorial integrity, sovereignty and independence of
Ukraine"

February 2022 - Russia started a full scale invasion attempt of Ukraine.

Updates to the sanction packages



Council Decision 2022/351

“it shall be prohibited for operators to broadcast or to enable, facilitate or otherwise
contribute to broadcast, any content by the legal persons, entities or bodies listed
in Annex XV, including through transmission or distribution by any means such as
cable, satellite, IP-TV, Internet service providers, Internet video-sharing platforms
or applications, whether new or pre-installed”



Caser-Ripolles et al. (2023) qualify this turn as “unprecedented and controversial” and part of
strengthening the EU’s geopolitical approach towards disinformation.

Helberger and Schulz (2022) argued further that before the start of the war, such a decision would
have been considered “unthinkable” at the EU level, in light of its scope (covering both audiovisual
and online media), its consequences for freedom of expression and access to information, but
also because media regulation (as a cultural competency) had been mainly left to the
responsibility of EU member states until this point in time.

Indeed, in normal circumstances, “the EU does not have the competence to impose on member
states restrictions on the activities of a broadcaster under media law” (Cabrera Blazquez, 2022).

Sanctions have become the tool enabling the Commission to give more substance to its
geopolitical agenda (Portela, 2024).



Sanctioned organisation

Hostname

Source

Remark/Date added

Russia Today English www.rt.com Council Decision 2022/351 [11] 1 March 2022

Russia Today UK www.rt.com Council Decision 2022/351 [11] 1 March 2022

Russia Today Germany de.rt.com Council Decision 2022/351 [11] 1 March 2022
deutsch.rt.com Council Decision 2022/351 [11] 1 March 2022

Russia Today France francais.rt.com Council Decision 2022/351 [11] 1 March 2022
fr.rt.com Council Decision 2022/351 [11] 1 March 2022

RT en espanol actualidad.rt.com Council Decision 2022/351 [11] 1 March 2022
actualidad-rt.com Council Decision 2022/351 [11] 1 March 2022

Sputnik www.sputniknews.com Council Decision 2022/351 [11] 1 March 2022
sputniknewslv.com Council Decision 2022/351 [11] 1 March 2022
sputniknews.gr Council Decision 2022/351 [11] 1 March 2022
sputniknews.cn Council Decision 2022/351 [11] 1 March 2022
radiosputnik.ria.ru Council Decision 2022/351 [11] 1 March 2022
sputnikglobe.com Council Decision 2022/351 [11] Registered 29 March 2023,

niknews.com now redirects to this
domain name.

Rossiya RTR / RTR Planeta www.rtr-planeta.com Council Decision 2022/884 [12] 3 June 2022
rir-planeta.ru Council Decision 2022/884 [12] 3 June 2022
vgtrk.ru Council Decision 2022/884 [12] 3 June 2022

Rossiya 24 / Russia 24 www.vesti.ru Council Decision 2022/884 [12] 3 June 2022

TV Centre International www.tve.ru Council Decision 2022/884 [12] 3 June 2022
tveiru Council Decision 2022/884 [12] 3 June 2022

NTV/NTV Mir ntv.ru Council Decision 2022/2478 [9] 16 December 2022

Rossiya 1 smotrim.ru Council Decision 2022/2478 [9] 16 December 2022

REN TV ren.tv Council Decision 2022/2478 [9] 16 December 2022

Pervyi Kanal 1tv.oru Council Decision 2022/2478 [9] 16 December 2022

RT Arabic www.rtarabic.com Council Decision 2023/434 [13] 25 February 2023

Sputnik Arabic sputnikarabic.ae Council Decision 2023/434 [13] 25 February 2023

RT en espanol mirror esrt.online Liwest Blocklist [32 Registered 8 April 2022
esrt.press Liwest Blocklist [32 Registered 8 April 2022

RT Germany mirror rtde.site Bundesnetzagentur [6 Registered 5 March 2022
rtde.xyz Bundesnetzagentur [6 Registered 5 March 2022
rtde.team Bundesnetzagentur [6 Registered 5 March 2022
test.rtde.live Bundesnetzagentur [6 Registered 6 April 2022
rtde.live Bundesnetzagentur [6 Registered 6 April 2022
test.rtde.website Bundesnetzagentur [6 Registered 6 April 2022
rtde.tech Liwest Blocklist [32 Registered 6 April 2022
rtde.world Liwest Blocklist [32 Registered 6 April 2022
rtde.me Liwest Blocklist [32 Registered 6 April 2022

A-Russia a-russia.ru Bundesnelzagentur [6 Russian TV streaming site

WWITV: World Wide Internet TV~ wwitv.com Bundesnetzagentur [6 TV streaming site

glaz.tv www.glaz.tv Bundesnetzagentur [6 TV streaming site

Russisches Fernsehen www.russisches-tv-fernsehen.de Bundesnetzagentur [6 TV streaming site

On TV Time ontvtime.tv Bundesnetzagentur [6 TV streaming site

SPB TV World spbtv.online Bundesnetzagentur [6 TV streaming site

Coolstreaming www.coolstreaming.us Bundesnetzagentur [6 TV streaming site

Live HD TV www.livehdtv.net Bundesnetzagentur [6 TV streaming site

Rossiya Segodnya Group snanews.de Liwest Blocklist [32 German news site

State Duma duma.gov.ru OFAC Sanctions list [42]

Sberbank www.sber-bank.by Council Decision 2022/327 [10] 25 February 2022, Not part of Annex IX
www.sberbank.ru Council Decision 2022/327 [10] 25 February 2022, Not part of Annex IX

Gazprombank www.gazprombank.ru Council Decision 2022/2478 [9] 16 December 2022, Not part of Annex

IX
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Bohuzel / Unfortunately

Pfistup na pozadovanou internetovou stranku byl zablokovan na zakladé povinnosti vyplyvajicich z legislativy Ceské republiky /
Evropskeé unie.

Access to requested website was blocked based on obligations arising from legislation of the Czech Republic / European
Union.

© 2004-2022 T-Mobile Czech Republic a.s.



Siuo metu néra galimybeés pasiekti §ios svetainés, nes joje buvo nustatyta neteisétai vykdoma veikla — apie joje vykdomag
televizijos programy ir (ar) atskiry programy platinimo internete Lietuvos Respublikos vartotojams veiklg nebuvo
pranesta Lietuvos radijo ir televizijos komisijai teisés akty nustatyta tvarka.

Informacijg apie asmeny, neteisétai vykdanciy televizijos programy ir (ar) atskiry programy platinimo internete Lietuvos
Respublikos vartotojams, veiklg galite rasti ¢ia.

D¢l i§samesnés informacijos prasome kreiptis j Lietuvos radijo ir televizijos komisija,

tel. (8 5) 233 0660, faks. (8 5) 264 7125, e. p. Irtk@rtk_1t.

You have been redirected to this website, because at present there is no access to the website you are trying to reach
because of illegal services detected on that website, i.e. the services of the distribution of television programmes and (or)
individual programmes on the Internet for the users of the Republic of Lithuania were not notified to the Radio and
Television Commission of Lithuania in accordance with the procedure established by legal acts.

Information on the illegal services of the distribution of television programmes and (or) individual programmes on the
Internet for the users of the Republic of Lithuania is provided here.

For more information, please contact the Radio and Television Commission of Lithuania,

tel. +370 5 233 0660, fax. +370 5 264 7125, e-mail: Irtk @rtk.1t.




V/4 cabl.enel: Business

Q) [:] D ﬂ:E] ... APPLY ‘ LIVE

ONLINE
Awdiktvo TnAedpaon Kwntr Maxify App uokevég MyAccount Emkowvwvia W

H npooBacn oto cuykeKpLévo domain £XEL TIPOCWPLVA AVACTAAEL
Avatpegte otov kavoviopo (EE) 2022/350 Tov ZupBouAiov OXETIKA UE TIEPLOPLOTLKA HETPA EVOPEL TWV EVEPYELWY TNG Pwoiag mou anootabepornololy TV Katdotaon oTnv

Oukpavia

Access to the specific domain has been temporarily suspended

Please refer to Council Regulation (EU) 2022/350 concerning restrictive measures in view of Russia’s actions destabilizing the situation in Ukraine

GR



Request by Ukraine to ICANN and RIPE

e Permanent or temporary revocation of the country code
top-level domains “.ru”, “.pd” and “.su”.

e Revocation of SSL certificates associated with those
domains.

e Disablement of DNS root servers situated within the Russian
Federation.

e \Withdrawal of the right to use IPv4 and IPv6 addresses by

Russian networks.




The Executive Board of the RIPE NCC believes that the means to
communicate should not be affected by domestic political disputes,
international conflicts or war. This includes the provision of correctly
registered Internet numbering resources.

The Executive Board of the RIPE NCC is committed to taking all lawful
steps available to ensure that the RIPE NCC can provide undisrupted

services to all members across our service region and the global
Internet community.

The RIPE NCC will publicly document all its efforts to ensure that the
registry is not negatively affected by laws, regulations or political
developments.




organisation: ORG-TFGS1-RIPE
org-name: The Federal Guard Service of the Russian Federation
country: RU

org-type: LIR

address: Bolshoi Kiselny per. 4
address: 107031

address: Moscow

address: RUSSIAN FEDERATION
phone: +74956062863

fax-no: +74956060333

e-mail: noc@gov.ru

abuse-c: AR16670-RIPE

mnt-ref: tfgs-mnt

mnt-ref: RIPE-NCC-HM-MNT
mnt-by: RIPE-NCC-HM-MNT
mnt-by: tfgs-mnt

created: 2008-12-30T14:07:36Z
last-modified: 2020-12-16T712:29:29Z
source: RIPE




Article 1

Regulation (EU) No 269/2014 is amended as follows:

(1) the following article is inserted:
‘Article 6¢

Article 2 shall not apply to funds or economic resources that are strictly necessary for the provision of electronic
communication services by Union telecommunication operators, for the provision of associated facilities and services
necessary for the operation, maintenance and security of such electronic communication services, in Russia, in
Ukraine, in the Union, between Russia and the Union, and between Ukraine and the Union, and for data centre
services in the Union.’;

June 3, 2022
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Kak mbl npoxxunum 2022 ron

5 ctapun uMnopTosamMeLueHus

OrpumuaHme Mwens Topr Oenpeccun
-
0 A m—
- -
Poccumnckoe cetepoe OHo ewe n paboraer? dddexkTnaHan A MOXET NOAOKAEM U
obopynosaHune? Hy-HYy. cetb Ha RDP? nMnNopTrolamMelleHme
He, He cnbilan HeBOIMOXHO! OTMEeHAT?

NpuHaTHE

€«

NponasoanTENbBHOCTHA
xBaraer ¢ 3anacom!
Mepexoamm Ha RDP!

2) RDP




Technology market segments

Alternative:

A“J Networks
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VAS Experts

& | About | Contacts

Contact us

If you have any questions
or need any assistance
please get in touch with
us.

Phones E-mail

+31208893388 sales@vas.expert
+551195619-7538

Address

Herikerbergweg 292,
Amsterdam, 1101



concluding:
Infrastructural
ideologies and
material futures



United States European Union China Russia
Gov'’t Policy Standardization Strategy, US-EU TTC Standardization Strategy, US-EU Five Year Plan, China Global Roskomnadzor
TTC, Standards 2035, BRI, National (blacklist)

Standardisation Development
Outline

Gov’t Funding

Infrastructure Law, Partnership for
Global Infrastructure and Investment,
Chips act, FABS act, NSF, DARPA, AFRL

StandICT, Horizon, EU Recovery
plan, NextGenerationEU

Government guidance funds [BXFF
5| 5 E£], Central Government
Funding System for Basic Research
(Ministry of Science and Technology,
Ministry of Education, NSFC5 and
Chinese Academy of Sciences)

Universal Service Fund
(Rossvyaz)

Gov’t Regulation

FTC act, COPA, COPPA, DMCA, HIPAA,
CFAA, CDA, CIPPA, TWEA, CISA,SAVE,
ADA, FOSTA-SESTA, Chip act

OIAR, GDPR, Data act, DSA, DMA,
NIS1, NIS2, CRA, E-commerce
regulation, Al act, CRMA, Chips
act

China’s National Information
Security Technical Committee
(TC-260), China’s Standardisation
Law, CN/CERT,

Bloggers law, Yarovaya,
Law on Mass Media,
Sovereign internet law,
On Communications
law (Rostel monopoly)

Academic Research

Stanford, MIT, University of California,
Berkeley, Carnegie Mellon , University of
Washington, Cornell, Georgia Institute of
Technology

ETH Zurich, Ecole Polytech
Lausanne, Delft University,
Technical University of Munich,
Aalto University, Polytech Milan,
EPITA

China Academy for ICT, CNCERT/CC,
Chinese Academy of Sciences,
Institute of Information Engineering,
National Engineering Laboratory for
Information Security Technologies

Moscow Institute of
Physics & Technology,
Moscow State
University

Industry Development

Cisco, Juniper

Nokia, Ericsson, Ciena

Huawei, ZTE, Futurewei, Tencent,
Foxconn

RDP, Garda Group, VAS
Experts, NTC Protey,
KNS Group/Yadro/ICS
Holding

Industry Implementation

AT&T, Verizon, Comcast, T-Mobile,
Google, Facebook, Amazon

Deutsche Telekom, Vodafone,
Orange, Telefonica

China Unicom, China Telecom,
Alibaba, Tencent

Rostelecom, MTS,
Megafon, Beeline




Preliminary findings: Regional policy, funding, regulation,
research, development, implementation pipelines

EU: Funding and regulation have primacy. Development and implementation does not
happen in-line with (diffuse) funding and policy objectives.

US: Industry development and implementation has primacy, policy and funding is
co-designed by industry. Industry self-regulation happens through standardization.

China: Policy sets direction of industry development, research, and implementation,
implementation was delegated, costs externalised, compliance achieved through fines
(or selective enforcement). Funding, research, and policy.is used to'shape global
standardization.

Russia: Policy and regulation have primacy, but were often not implemented. After
February 2022, significant direct state involvement in coercion of ideology through
financing and enforcement. Russia’s objectives and values currently seem more reactive.






Next Steps

- Natural Language Processing on Chinese and Russian policy, technical, and
research documents to understanding the flow, prevalence, and dissemination
of topic and strategies

- Analysis of infrastructural responses to external actors (ie Cloudflare eSNI)

- Analysis of symmetries in export of information control infrastructures

- Translate findings into clear infrastructural ideologies and trajectories
- Produce reports with insights for toolmakers
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Japanese. This book thus confirms that control is always contested, n¢
just between the controlling and the controlled, but among all ¢

who seek to wield that control. Ultimately, Japan’s experience with
telecommunications as its technology of empire confirms “the para-
doxical fact” namely, communications technologies simultaneouslh
bring enormous enhancements of control to governments, corpora-
tons. consumers, and voters, and a quite new order of chaos and

ancontrollability—swhich brings, in turn, a sense that control is un-

achievable. 16 Technology can produce unintended consequences, and

he tec ov of empire was no exception.
the technology of empire was ]

Daging Yang in: Technology of Empire: Telecommunications and Japanese Expansion in Asia, 1883—1945



criticalinfralab.net

critical >VB

lnfrastructure
lab

we research power and contestation in transnational media infrastructures. the critical infrastructure lab
aims to create space to co-develop alternative infrastructural futures that center people and planet over
profit and capital. we aim to do this by establishing a community around three infrastructural subtopic
(geopolitics, standards, environment), producing a sound body of research, and developing actionable policy
recommendations and strategic insights. do you want to know more? have a look at our slide deck or send us a
message.

upcoming activities

open reading group infrastructure reading group +

open reading group environment reading group +

event sanctions, standards, and sovereignty: examining power in communication networks with infrastructural ideologies, centre internet
et société (cis), paris april 2024 +

vacancy postdoc infrastructural ideologies in the eu, russia, and china may 2024 +
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vacancy phd position in infrastructural ideologies in the eu, russia, and china may 2024 +




Thanks to our funders and the community!
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Only teamwork makes the dream work!
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